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Other Foreign Legal Provisions Affecting 

International Online Commerce  
 
Canadian Foreign Privacy and Data Protection Laws  

 
The Canadian Personal Information Protection and Electronic 

Documents Act (PIPEDA),298 which prohibits, in a commercial 
context, the collection, use, or disclosure of personal information 

about Canadian residents without their consent, has been held to 
apply to foreign companies.299 

 
Canada’s strict anti-spam law (CASL) 300 and the regulations 

promulgated thereunder301 apply to anyone who sends a 
commercial electronic message302 to any “electronic address” 303 

in Canada. Unlike the U.S. CAN SPAM Act, 304 CASL is an opt-in 

law: The sender must obtain consent from the recipient before 
sending a commercial solicitation. The sender must provide full, 

valid contact information and must not use a false or misleading 
subject line. There are exceptions for e-mails by potential 

customers and responses thereto, people who know each other, 
transaction confirmations, safety notices, and the like. 305 An 

exception interesting to parties outside Canada is that the law 
“does not apply to a commercial electronic message . . . if the 

person who sends the message or causes or permits it to be sent 
reasonably believes the message will be accessed in a foreign 

state that is listed in the schedule [a list of more than 100 major 
countries] and the message conforms to the law of the foreign 

state that addresses conduct that is substantially similar to 
conduct prohibited under section 6 of the Act. . . .” 306  

 

Foreign Data Retention Laws  
 

The first foreign attempts at data retention were made by 
governments themselves, in the form of laws requiring service 

providers to permit governmental authorities to tap into all 
Internet traffic in the country, presumably to allow the 

government to retain data. 307 Although it is now common 
knowledge that governments monitor Internet traffic, the current 

approach is for governments to shift the burden of data retention 
to the online service provider (which may be a private company 

if the company has its own e-mail server), by requiring data 



 

retention at the source. The most prominent foreign data 
retention legal provision is the EU Data Retention Directive, 308 

which requires EU member states to enact legislation requiring 
providers of public electronic communications services, including 

both phone and Internet providers, to retain traffic and location 
data for a minimum of six months and up to a maximum of two 

years, so that these can be made available to law enforcement 
authorities. The Data Retention Directive has been controversial, 

and Germany’s Constitutional Court held that the directive is 
unconstitutional. 309  

 
Foreign data localization laws  

 
Laws are increasingly being promulgated requiring a company 

anywhere in the world that collects information about a nation’s 

residents store that information on servers physically located 
within that nation, effectively outlawing cloud servers. 310 The 

motives behind such laws vary: boosting the domestic IT 
industry, ensuring the ability to monitor.  

 
Foreign decryption back-door laws  

 
The debate rages on as to whether services that offer message 

encryption should be required to provide law enforcement with 
“back doors” – the ability to decrypt messages. 311  

 
Foreign consumer protection laws  

 
With regard to foreign consumer protection laws that affect 

online business, the European Union is of primary concern. As 

was the case for the Privacy Directive, consumer law in the EU is 
based on several Directives issued by the European Commission. 

Each member state must pass a national law that complies with 
the Directives, but the national laws can and do vary. As one 

commentator stated, "E-shops in Europe currently must deal 
with twenty-seven consumer protection rules in order to transact 

business across the Union." 312 The Consumer Goods and 
Guarantees Directive313 states that guarantees regarding 

consumer goods must be clearly stated in writing, and must 
state that the consumer has certain statutory rights that are 

unaffected by the guarantee. Individual member states may 



 

adopt more stringent protections. The Consumer Rights 
Directive314 regulates consumer contracts for goods, services and 

digital content entered into away from the business premises 
(e.g., online); a few areas such as travel, health care, and 

gambling are not covered. Provisions include pre-contractual 
information requirements, consumer withdrawal rights, delivery 

requirements, and surcharge limitations. 315 
 

Other Laws and Rulings  
 

Europe’s highest court, the European Court of Justice, has held 
that the use of competitor’s trademarks as keywords for Internet 

advertising is not an infringement under European law, as long 
as consumers can easily determine which company has 

sponsored the ads. 316 In response, Google announced plans to 

sell keywords to European advertisers. 317 These advertisers 
may, however, be found liable for false advertising if the 

contents of their ads are deceptive.  
 

Other EU legislation  
 

In addition to the EU regulations and directives covered above,, 
a few other European legal issues are currently of interest to 

U.S.-based companies. Among them is the Copyright Directive, 
318 which, if fully implemented, would effectively put an end to 

the ability of online providers to allow user-posted content. Its 
provisions would, among other things, require online providers 

to affirmatively obtain a copyright license from the owner for 
every copyrighted work posted by any user, and arrange to pay 

royalties for the display of copyrighted works, in particular news 

articles. 319 Providers would have to implement filters and scan 
uploaded content for copyright infringements. 320 The Directive 

has been met with disbelief and derision throughout the online 
industry, 321 and—unusual for any directive—actual street 

protests. 322 Unlike a regulation, which takes effect immediately 
upon enactment, the Directive requires every EU member state 

to enact conforming legislation, a process that will take years 
and will be controversial at every stage, especially since every 

EU member state can interpret and implement the Directive in 
its own way. Major questions remain whether and to what extent 

any such EU country-level law would be enforceable against a 



 

U.S. company, since, unlike the GDPR, which addresses privacy 
issues not governed by treaty, the Copyright Directive addresses 

issues that are governed and indeed pre-empted by the Berne 
Copyright Convention, such as the remedies available to 

infringers who try to enforce EU rights in the U.S.  
Another aspect of European law of interest only to large online 

companies is antitrust regulation. Between 2017 and 2019 the 
European Commission imposed fines totaling almost $9 billion on 

Google for antitrust violations. 323 
 

Resolution of International Disputes: Online Aspects  
Online companies wishing to include internationally workable 

arbitration clauses in their contracts with foreign companies 
would do well to consult ICANN’s list of approved dispute 

resolution service providers. 324 Although the list was compiled 

for the purposes of resolving international domain name 
disputes, the providers are generally recognized international 

alternative dispute resolution (ADR) organizations. In 2014, the 
International Institute for Conflict Prevention and Resolution 

(CPR) released a new set of Rules for Administered Arbitration of 
International Disputes. According to a CPR press release, “The 

new Rules . . . reflect best practices, including the arbitration 
work of UNCITRAL, and address current issues in international 

arbitration, such as arbitrator impartiality, lengthy time frames 
to reach resolution, burdensome and unpredictable 

administrative costs and requirements.” 325 
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