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Could This Be Your Retirement Plan? 

 

By Joseph J. Lazzarotti on April 8, 2019 

 

As reported by CBC, B.C. Pension Corporation announced a data 

breach involving pension plan records after discovering a box 

containing microfiche could not be found following a recent office 

move. The box contained personal information (names, social 

insurance numbers and dates of birth) on approximately 8,000 

pension plan participants. The company employed those 

participants during the period 1982 to 1997. Learning of this 

incident, persons responsible for pension plan administration 

might be wondering how secure are their facilities (or their 

service provider’s facilities) for remote storage. And, pension 

plan participants might be wondering why do plans need this 

information and for so long. 

In the U.S., the Employee Retirement Income Security Act 

(ERISA) governs the administration of pension plans, and the 

law includes specific record retention requirements. For example, 

persons who are responsible for filing plan reports must 

“maintain records to provide sufficient detail to verify, explain, 

clarify and check for accuracy and completeness.” ERISA Section 

107. In addition, ERISA requires employers to maintain sufficient 

records to determine benefits due to employees. ERISA Section 

209. Because employees may not retire for many years after 
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accruing benefits under the pension plan, plans need to maintain 

records until plan participants retire and the records must be 

sufficient to determine benefits under the plan. 

These record retention requirements present important issues 

for employers, plan administrators, and pension plan service 

providers. We have written about pension plans experiencing 

data breaches caused by malicious attackers. But, relatively 

straightforward administrative recordkeeping activities also can 

result personal information being compromised.  In late 2016, 

the ERISA Advisory Council, a 15-member body appointed by the 

Secretary of Labor to provide guidance on employee benefit 

plans, shared with the federal Department of Labor some 

considerations concerning cybersecurity. To date, the DOL has 

not issued any formal guidance on these recommendations, 

however, employers, plan administrators, and pension 

plan service providers should revisit their procedures for 

handling sensitive personal information maintained in their 

pension plan records. 

According to the Council’s recommendations, there are four 

major areas for effective practices and policies: (i) data 

management; (ii) technology management; (iii) service provider 

management; and (iv) people issues. This is a good list to work 

from. However, while not an exhaustive list, the following action 

items may help to avoid incidents like the one discussed above: 

 Retain only the data that is needed; if certain data 

elements can be redacted, removed them; 
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 Maintain an inventory of records that are retained 

regardless of format, and where to find them; 

 Outline a clear process for moving records, and track 

location and inventory during the move; and 

 Delete records that are no longer needed; confirm 

service providers have done so, as applicable. 

Of course, no set of safeguards for protecting personal 

information will prevent all kinds of compromises to it. Mistakes 

happen, so employers and plan administrators should be 

prepared by developing and maintaining incident response plans 

and practice them. 
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attorney-client relationship. The information provided herein is intended only as general information 
which may or may not reflect the most current developments. Although these materials may be 
prepared by professionals, they should not be used as a substitute for professional services. If legal or 
other professional advice is required, the services of a professional should be sought. 

The opinions or viewpoints expressed herein do not necessarily reflect those of Lorman Education 
Services. All materials and content were prepared by persons and/or entities other than Lorman 
Education Services, and said other persons and/or entities are solely responsible for their content. 

Any links to other websites are not intended to be referrals or endorsements of these sites. The links 
provided are maintained by the respective organizations, and they are solely responsible for the 
content of their own sites. 


