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Cost-Benefit Analysis 101
for Healthcare Providers

Written by Rosemary McKenna - 3/15/18

Nary a week goes by without news of a data breach by a
healthcare provider...while there are certainly a good
number of breaches resulting from a breach of
cybersecurity defenses or from the wrongful exploitation of
system security weaknesses, there is still a risk to
healthcare providers resulting from the internal operations
of the healthcare provider. There are frequent reports of

|II

these “internal” breaches: loss of equipment (e.g., laptops
that were not secured and unencrypted USB drives),
employee wrongdoing (e.g., theft of records or improper
access to records to satisfy personal curiosity), and then
those unfortunate “oops” moments (e.g., sending personal
health information ("PHI"”) to administrative vendors
without a proper business associate agreement ("BAA”) in
place, or a spontaneous conversation in a waiting room

disclosing PHI).

Huge penalties are attached to these breaches. Healthcare
entities (and their business associates) face stiff financial
penalties: $150,000 for a lost, unencrypted flash drive,

$750,000 for sending an administrative service provider
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PHI without a signed BAA, and $2.5 million for a stolen
laptop, just to name a few. These poor folks would also
likely be required to implement corrective action plans for
several years, internal and external costs of investigating
the breach and navigating the U.S. Department of Health &
Human Services Office for Civil Rights ("OCR") , and

potential litigation, not to mention the adverse
publicity. Let’s not even get into the possibility of criminal

penalties...

The Health Insurance Portability and Accountability Act and

the Health Information Technology for Economic and
Clinical Health Act ("HIPAA/HITECH") requirements have

been around for some time. These critical rules are being

augmented by the regular passage of various state
laws. Some enacted or proposed laws, such as the “Stop
Hacks and Improve Electronic Data Security Act” ("SHIELD

Act”) legislation proposed by the NYS Attorney General,
would not add requirements for companies who are in
compliance with other cybersecurity laws such as
HIPAA/HITECH. If you are not in compliance, however,

then you could be facing OCR and other regulators as well.

Without doubt, many small or mid-sized healthcare
providers have not complied with at least some of the
security and privacy requirements under these laws as of
this blog (please see monkey emojis above). We get it -

healthcare payments are shrinking and compliance can be
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a big nut - but ignoring compliance obligations gets more

risky with each passing day.

If you need help meeting privacy requirements, are looking
for assistance with HIPAA compliant policies and
procedures or training, or if you have any questions,

please let the Jackson Lewis Privacy, e-Communications

and Data Security Practice Group know.
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