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The Digitalization of Healthcare Communication
- Phil C. Solomon

The Rise of Text Messaging in America
In 1934 marked a turning point for the great depression in America with unemployment

decreasing to 22 percent. This period was difficult even for those who did have jobs. An
American worker’s average wages were just $1,600 per year. Times were hard even
though the costs for goods and services were low.

The depression and economic strife it created did not curb the enthusiasm of visionaries
driven to find better ways to communicate. While families were struggling to stay afloat,
innovators were developing the foundation of new communication technologies that
would change the way the world communicates.

On June 19, 1934, the United States (U.S.) President, Franklin D. Roosevelt, signed the
Communications Act of 1934 into law.! This act established the Federal Communications
Commission (FCC) agency that regulates all interstate and foreign communication by
wire and radio, telegraphy, telephone and broadcasts such as Short Message Service
(SMS) texting.

During the past decade, all forms of electronic communication have flourished and SMS
texting has been a key driver of that growth. There are over 378 Million wireless
subscribers in the United States, and smartphone users are sending and receiving over
1.9 Trillion-text message annually.? According to the International Smartphone Mobility
Report by mobile data tracking firm Infomate, Americans allocate over 30 minutes a day
for their texting activities. Now that’s a lot of texting!

The FCC Protects Consumer Privacy with TCPA Legislation
Under the direction of the Federal Communications Commission (FCC), the Telephone

Consumer Protection Act of 1991 (TCPA) became law.? The statute was created to
protect consumers from uninvited telemarketing calls, faxes and text messages. On
February 15, 2012, the FCC revised its TCPA guidelines; further restricting telemarketing
calls.* Adjustment of the TCPA requires the prior written consent for most automated
telemarketing communications, particularly those made to wireless phones. However,
health care communications has its own set of rules.

Healthcare Exemptions to the TCPA
The American Association of Healthcare Administrative Management (AAHAM) lobbied

for an exemption from the prior express consent rule for “healthcare-related messages”
found in the TCPA for electronic communication subject to the Health Information



Portability and Accountability Act (HIPAA). The FCC issued a Declaratory Ruling and
Order® on July 10, 2015, addressing several provisions of the TCPA.

The HIPAA exemption in the TCPA rule clarifies the requirements for calls, texts to
wireless, and residential landline phone numbers. Under the exemption, communications
that deliver a healthcare message made by or on behalf of a “covered entity” or its
“business associate” as defined in HIPAA® do not require the prior written consent of the
party called.

The FCC further clarified that when an individual provided his or her wireless phone
number to a healthcare provider, it constitutes permission to contact that number as
long as the calls or texts are limited in scope to the purpose of the number provided.’
Healthcare providers can rely on this provision as constituting prior express consent
under the TCPA.

Legislative changes to the TCPA have opened the door for health care providers to adopt
texting as an uncomplicated and reliable way to communicate with their patients.
Texting now affords healthcare providers a cost efficient avenue to communication
internally between staff members and externally between other physicians, hospitals,
and patients. This emerging business strategy offers providers new ways to improve
patient relations and reduce operating expenses.

TCPA Requirements for Healthcare Text Messaging
Health care providers who deliver exempt “health care messages” must meet stringent

requirements to remain in compliance with the TCPA. The following are seven key
actions that require adherence:

1. Text messages must be sent to the wireless telephone number provided by
the patient;

2. Text messages must state the name and contact information of the health
care provider;

3. Text messages are strictly limited to the purposes permitted and must not
include any advertising or promotional information; may not include
accounting, billing, debt-collection, or other financial content; and must comply
with HIPAA privacy rules;

4. Text messages are limited to 160 characters or less in length;

5. A health care provider may initiate only one text message per day, up to a
maximum of three messages per week;

6. A health care provider must offer recipients easy means to opt out of future
messages; and

7. A health care provider must honor the opt-out requests immediately.



Risks of Text Messaging with PHI
Every form of HIPAA compliant communication encompasses some level of risk.

Communication by text with patients and other clinicians provides a divergent set of
risks that, like other communication methods, requires adhering to compliant practices
to ensure the privacy and security of protected health information (PHI) exchanged.
Unlike some electronic communications that do not store interactions between parties,
text messages could be stored on wireless devices indefinitely so it poses a risk that
unauthorized third parties could access PHI. In addition, even though wireless carriers
encrypt text messages there are substantial security threats where sophisticated
computer hackers may intercept and decrypt messages.

The HIPAA privacy rule allows individuals the right to access and amend their PHI. If text
messages include clinical information, there poses a compliance risk if patients cannot
access or amend those text messages.

Providers cannot mitigate risks if they do not identify and carefully document threats to
using electronic methods of sending PHI. Examples of threats include:
e Theft or loss of the mobile device
e Improper disposal of the mobile device
e Interception of transmission of electronic PHI by an unauthorized person
e Lack of availability of electronic PHI to persons other than the mobile device
user

The use of text messaging in healthcare adds to the rapidly increasing threat for data
breaches. According to the 2016 Bitglass Healthcare Breach Report there was an 80
percent increase in large-scale data breaches in 2015 and those breaches affected over
10 million people.

The Bitglass Report indicates that:

e One in three Americans was a victim of healthcare data breaches;

e More than 111 million individuals’ data was lost due to hacking or IT
incidents;

e There were 56 breaches in 2015, up from 31 in 2014;

e Only 97 breaches were due to loss or theft, down from 140 in 2014; and

e Only 5 percent of healthcare organizations use single sign-on security
measures for Google Apps or Microsoft Office 365.

The statistics listed in the Bitglass Report encompasses data gathered from the U.S.
Department of Health and Human Services Office for Civil Rights Breach Portal. As
required by section 13402(e)(4) of the HITECH Act, any breach of unsecured PHI
affecting 500 or more individuals must be reported. There are no reporting requirements
for PHI breaches affecting under 500 individuals therefore, it is impossible to know how
many PHI breaches happen every year. Regardless, it is clear that the full scope of PHI



losses is a growing problem. The rapid rise of new communication technologies will only
add to the risks and complications of communicating with a patient.

Security Measures to Protect Text Messages with PHI
If a provider is considering using text messaging as a way to communicate with patients,

developing a risk analysis and management strategy to lessen the chance of a breach is
of paramount importance. Based on the outcome of a risk analysis, a provider is better
able to implement suitable controls to protect the organization.

Examples of security controls include:

e Creating a policy prohibiting the texting of PHI or limiting the type of
information shared via text message;

e Carrying out workforce training on the approved use of job-related texting;

e Implementing password protection protocols for mobile devices that create,
receive, or maintain text messages with PHI;

e Keep an inventory of all mobile devices used for texting PHI;

e Properly disposing of mobile devices that have been used for the texting of
PHI; and

e Ensuring that all texts that include PHI gets notated in their medical record.

To protect providers from the risks of implementing texting in a health care setting, the
U.S. Department of Health & Human Services outlined a five-step process that
organizations can follow to manage texting with mobile devices.

STEP 1 - DECIDE

Decide whether mobile devices will be used to access, receive, transmit, or
store patients’ health information or used as part of your organization’s
internal networks or systems (e.g., your EHR system).

Understand the risks to your organization before you decide to allow the use of mobile
devices. Risks (threats and vulnerabilities) can vary based on the mobile device and its
use. Some risks may be:

1. A lost mobile device

2. A stolen mobile device

3. Inadvertently downloading viruses or other malware

4. Unintentional disclosure to unauthorized users when sharing mobile devices

with friends, family and/or coworkers
5. Using an unsecured Wi-Fi network

You can watch the Mobile Device Privacy and Security video series, which provides
scenarios of some of the common risks you may face when using a mobile device for
patient care. The videos explore mobile device risks and discuss privacy and security
safeguards you can put into place to mitigate the risks.



STEP 2 - ACCESS
Consider how mobile devices affect the risks (threats and vulnerabilities) to
the health information your organization holds.

Conduct a risk analysis to identify the risks to your organization. If you are a solo
provider, you may conduct this risk analysis yourself. If you work in a larger
organization, the organization may conduct the risk analysis.

A risk analysis will help determine the safeguards, policies, and procedures your
organization needs. It should include reviewing risks created by all mobile devices used
to communicate with your internal networks or systems, regardless whether the devices
are personally owned or provided by the organization.

Perform a risk analysis periodically and whenever there is a new mobile device, a lost or
stolen device, or suspected compromised health information.

After conducting a risk analysis, document:

1. Which mobile devices are being used to communicate with your
organization’s internal networks or system (e.g., the EHR system or Health
Information Exchange (HIE)),

2. What information is accessed, received, stored, and transmitted by or with
the mobile device, and

3. HHS OCR HIPAA Security Series Basics of Risk Analysis and Risk
Management

STEP 3 - IDENTIFY
Identify your organization’s mobile device risk management strategy, including
privacy and security safeguards.

The purpose of a mobile device risk management strategy is to develop and implement
mobile device safeguards to reduce risks (threats and vulnerabilities) identified in the
risk analysis. The risk management strategy should include evaluation and maintenance
of the mobile device safeguards you put in place.

Read more about mobile device privacy and security tips and information you could
consider as part of your strategy.

Implementing text messaging as a method for better serving the patient is gaining
acceptance from patients and providers. Each healthcare organization must decide
whether it will prohibit or allow texting. This may be a fluid process, requiring the
monitoring and reevaluation of policies to determine if they are effective. It is imperative
to recognize both the value and risks of texting and to proactively address the issues.



STEP 4 — DEVELOP DOCUMENT and IMPLEMENT
Develop, document, and implement the organization’s mobile device policies
and procedures to safeguard health information.

Organizations should develop and implement reasonable and appropriate policies and
procedures to safeguard health information, including those specific to mobile devices.
Here are some topics and questions to consider when developing mobile device policies
and procedures:

1. Mobile Device Management

o If the organization allows the use of mobile devices, what should the

organization do about managing the use of mobile devices?

= Has the organization identified all the mobile devices that are being
used in the organization? How is the organization keeping track of
them?

= Has the organization assigned responsibility to check all mobile devices
used for remote access, to find out if selected security/configuration
settings are enabled?

= Should there be a regular review and audit of the mobile devices?

2. BYOD (Bring Your Own Device)

o Should the organization let providers and professionals use their personally
owned mobile devices within the organization?

o Should providers and professionals be able to connect to the organization’s
internal network or system with their personally owned mobile devices,
either remotely or on site?

3. Restrictions on Mobile Device Use
o Does the organization restrict how providers and professionals can use
mobile devices?

= Can providers and professionals use mobile devices to access internal
networks or systems, such as an EHR?

= Are providers and professionals restricted from using mobile devices
when they are away from the organization?

= Can providers and professionals take their mobile devices home?

= Should the organization allow texting or emailing of health
information?

4. Security/Configuration Settings for Mobile Devices

o Will the organization institute standard configuration and technical controls
on all mobile devices used to access internal networks or systems, such as
an EHR?

= If so, is the organization's current mobile device configuration
document, including connections to other systems/applications, inside
and outside of the firewall.
5. Information Storage on Mobile Devices



o Are there restrictions on the type of information providers and professionals

can store on mobile devices?
= If so, where and for how long should the data be stored?

o Are providers and professionals allowed to download mobile applications to

mobile devices? If so, what type(s) of applications are approved?
6. Misuse of Mobile Devices

o Does the organization have written procedures for addressing misuse of
mobile devices?

7. Recovery/Deactivation of Mobile Devices

o Does the organization have procedures to wipe or disable a mobile device
that is lost or stolen?

o Does the organization have standard procedures to recover mobile devices
from providers and professionals when their employment or association with
the organization ends?

8. Mobile Device Training

o How is the organization training its workforce (management, doctors,
nurses, and staff) on policies and procedures?

o How does the organization hold its workforce (management, doctors, nurses,
and staff) accountable for non-compliance?

STEP 5 — TRAIN
Conduct mobile device privacy and security awareness and training for
providers and professionals.

Providers and professionals who use mobile devices must have privacy and security
awareness and training to avoid costly mistakes that can result in loss of patient trust.
Safeguards will not protect health information unless the workforce (including
management, providers, professionals, and staff) is aware of its role in following and
enforcing those safeguards. Privacy and security awareness and training should be
ongoing and include a discussion of the following topics:

e Risks (threats and vulnerabilities) when using mobile devices for work

e How to secure mobile devices

e How to protect and secure health information

e How to avoid mistakes when using mobile devices

Security awareness and training should be easy to use and understand and should
support the policies and procedures developed and put in place in response to the risk
analysis and risk management strategy.

Finally, the organization should train its workforce so that they understand their mobile
device policies and procedures and how to follow them.



Summary
Mobile messaging and texting has become a key industry initiative. Healthcare

stakeholders have embraced mobile communication as evidenced by their participation
and volume of text conversations. With the advent of the Affordable Care Act, the
demand for mobile messaging as a patient engagement tool has steadily increased. It is
apparent that mobile messaging, including text, web and chat communication will
ultimately be a mainstream healthcare communication method.

Strong communication is essential for care coordination and the use of proper
communication tools and channels help providers communicate and provide care across
the entire wellness continuum. Texting is only going to evolve, and health organizations
must consider the various risks and take the appropriate measures to ensure the safety
of PHI.
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